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1.0 Purpose

This procedure describes the encryption procedures used by Clinical Research Informatics.

2.0 Scope
This procedure covers any CRI activity, device, data, or data stream with an encryption requirement.

3.0 Responsibility

3.1 CRI Director: responsible for ensuring that all faculty and staff are trained on and comply with
this procedure.

3.2 Technical Director: responsible for ensuring systems are managed according to federal, state,
and local standards.

3.3 Senior Manager: performs all functions related to tracking activities, manages resource allocation
required for the software development process, and is the Technical Director’s primary backup.

3.4 CRI Faculty and Staff: responsible for procedure compliance.

4.0 References
4.1 UT System: UTS 165 Information Resources Use and Security
4.2 UT Health San Antonio Handbook for Operating Procedures (HOP): HOP 5.8.22 Data Protection

5.0 Acronyms and Definitions
Term Definition
Encryption The process of encoding information
SOpP Standard Operating Procedure
UTHSA University of Texas Health San Antonio
6.0 Procedure

6.1 CRI defers to UTHSA HOP 5.8.22 Data Protection for all encryption requirements and standards.
6.1.1 CRI may deviate from 5.8.22 when any project or contract requirements specify a

stronger level of encryption or encryption procedures.
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7.0 SOP Deviations

Deviations from this and all SOPs are handled according to CRI.POL.001 Clinical Research Informatics
Quality Management System (QMS).

8.0 Review & Revisions

Review and revisions of this and all SOPs are handled according to CRI.POL.001 Clinical Research
Informatics Quality Management System (QMS).

9.0 Attachments

10.0 Revision History

Version No. Revision Date | Description of Revision
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From time to time, Carahsoft OBO University of Texas Health Science Center San Antonio
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written notices or disclosures. Described below are the terms and conditions for providing to you
such notices and disclosures electronically through the DocuSign system. Please read the
information below carefully and thoroughly, and if you can access this information electronically
to your satisfaction and agree to this Electronic Record and Signature Disclosure (ERSD), please
confirm your agreement by selecting the check-box next to ‘I agree to use electronic records and
signatures’ before clicking ‘CONTINUE’ within the DocuSign system.

Getting paper copies

At any time, you may request from us a paper copy of any record provided or made available
electronically to you by us. You will have the ability to download and print documents we send
to you through the DocuSign system during and immediately after the signing session and, if you
elect to create a DocuSign account, you may access the documents for a limited period of time
(usually 30 days) after such documents are first sent to you. After such time, if you wish for us to
send you paper copies of any such documents from our office to you, you will be charged a
$0.00 per-page fee. You may request delivery of such paper copies from us by following the
procedure described below.

Withdrawing your consent

If you decide to receive notices and disclosures from us electronically, you may at any time
change your mind and tell us that thereafter you want to receive required notices and disclosures
only in paper format. How you must inform us of your decision to receive future notices and
disclosure in paper format and withdraw your consent to receive notices and disclosures
electronically is described below.

Consequences of changing your mind

If you elect to receive required notices and disclosures only in paper format, it will slow the
speed at which we can complete certain steps in transactions with you and delivering services to
you because we will need first to send the required notices or disclosures to you in paper format,
and then wait until we receive back from you your acknowledgment of your receipt of such
paper notices or disclosures. Further, you will no longer be able to use the DocuSign system to
receive required notices and consents electronically from us or to sign electronically documents
from us.

All notices and disclosures will be sent to you electronically



Unless you tell us otherwise in accordance with the procedures described herein, we will provide
electronically to you through the DocuSign system all required notices, disclosures,
authorizations, acknowledgements, and other documents that are required to be provided or made
available to you during the course of our relationship with you. To reduce the chance of you
inadvertently not receiving any notice or disclosure, we prefer to provide all of the required
notices and disclosures to you by the same method and to the same address that you have given
us. Thus, you can receive all the disclosures and notices electronically or in paper format through
the paper mail delivery system. If you do not agree with this process, please let us know as
described below. Please also see the paragraph immediately above that describes the
consequences of your electing not to receive delivery of the notices and disclosures
electronically from us.

How to contact Carahsoft OBO University of Texas Health Science Center San Antonio
Enterprise License:

You may contact us to let us know of your changes as to how we may contact you electronically,
to request paper copies of certain information from us, and to withdraw your prior consent to
receive notices and disclosures electronically as follows:

To contact us by email send messages to: cartee@uthscsa.edu

To advise Carahsoft OBO University of Texas Health Science Center San Antonio
Enterprise License of your new email address

To let us know of a change in your email address where we should send notices and disclosures
electronically to you, you must send an email message to us at cartee@uthscsa.edu and in the
body of such request you must state: your previous email address, your new email address. We
do not require any other information from you to change your email address.

If you created a DocuSign account, you may update it with your new email address through your
account preferences.

To request paper copies from Carahsoft OBO University of Texas Health Science Center
San Antonio Enterprise License

To request delivery from us of paper copies of the notices and disclosures previously provided
by us to you electronically, you must send us an email to cartee@uthscsa.edu and in the body of
such request you must state your email address, full name, mailing address, and telephone
number. We will bill you for any fees at that time, if any.

To withdraw your consent with Carahsoft OBO University of Texas Health Science Center
San Antonio Enterprise License



To inform us that you no longer wish to receive future notices and disclosures in electronic
format you may:

I. decline to sign a document from within your signing session, and on the subsequent page,
select the check-box indicating you wish to withdraw your consent, or you may;

ii. send us an email to cartee@uthscsa.edu and in the body of such request you must state your
email, full name, mailing address, and telephone number. We do not need any other information
from you to withdraw consent.. The consequences of your withdrawing consent for online
documents will be that transactions may take a longer time to process..

Required hardware and software
The minimum system requirements for using the DocuSign system may change over time. The

current system requirements are found here: https://support.docusign.com/quides/signer-guide-
signing-system-requirements.

Acknowledging your access and consent to receive and sign documents electronically

To confirm to us that you can access this information electronically, which will be similar to
other electronic notices and disclosures that we will provide to you, please confirm that you have
read this ERSD, and (i) that you are able to print on paper or electronically save this ERSD for
your future reference and access; or (ii) that you are able to email this ERSD to an email address
where you will be able to print on paper or save it for your future reference and access. Further,
if you consent to receiving notices and disclosures exclusively in electronic format as described
herein, then select the check-box next to ‘I agree to use electronic records and signatures’ before
clicking ‘CONTINUE’ within the DocuSign system.

By selecting the check-box next to ‘I agree to use electronic records and signatures’, you confirm
that:

e You can access and read this Electronic Record and Signature Disclosure; and

« You can print on paper this Electronic Record and Signature Disclosure, or save or send
this Electronic Record and Disclosure to a location where you can print it, for future
reference and access; and

e Until or unless you notify Carahsoft OBO University of Texas Health Science Center San
Antonio Enterprise License as described above, you consent to receive exclusively
through electronic means all notices, disclosures, authorizations, acknowledgements, and
other documents that are required to be provided or made available to you by Carahsoft
OBO University of Texas Health Science Center San Antonio Enterprise License during
the course of your relationship with Carahsoft OBO University of Texas Health Science
Center San Antonio Enterprise License.
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